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Sex Abuse i the Church, Part I

Charging the Catholics

by Jack 8. Furlong™

Editor’s Note: This is the first in a series
by Jack Furlong assessing the legal reac-
tion to the sexual abuse crisis in the Catholic
Church. This series is inspired by the recent
spate of linigation in California following
its temporary raising of the statute of limi-
tations. This installment discuses the basis
af the issue. The next will explain why rais-
ing a statute of limitations is harnifud, and an
overview of the nature and scope af the prob-
lem of child sexual abuse over the last 30
years.

Perhaps no scandal has raised the bar for
community outrage more than the specter
of priests abusing their positions of ust by
having sex with those in their charge. Since
canon law prohibits any form of sexual con-
tact between priest and parishioner or stu-
dent, every scenario reported brings more
opprobrinm on the church and its support-
ers. Sometimes these cases turn out © be
trysts with teenaged boys who may have
nduiged in a little exploration of their own,
while others involve taking advantage of
women in distress. Disturbing claims have
ranged from intimidation-induced sex to the
extreme of a drugging and awakening to the
amateur pharmacist’s fondling.

Competing Interesis Affect Attempis to
Redress the Assaults _

Definition of “Redress.” What 1o do to
redress these horrendous, but lamentably
no-longer-shocking assaults? Well, it
depends on what you mean by “redress.”
Webster lists several variations, including:

[Tlo set right; rectify or remedy, often
by making compensation for . . .
SYN[NONYM]. Reparation-redress
the balance...see that justice is done.{

Most thinking folk seek an end to preda-
tory priest misconduct. Do you accomplish
that end by prosecuting the crime, suing the
church, defrocking the prest, or all of the
above? Understanding the distinctions in
remedies and the social policies driving them
is central to crafting a way out of this morass,
hopefully with 2 view to testoring the church
to its role as moral compass.

Here is one way 10 put the competing
interests in perspective. Whenever a client
walks into my office to describe the com-
plaint against him, Irattle off the list of sanc-
tions he faces if found to have committed
the crime alleged. Simply put, every person
charged with wrongful conduct faces three
avenues of liability simultaneously:

1. Criminal;
2. Civil; and
3. Admdnistrative.

Example From Outside the Realm of
Sexual Misconduct. Suppose a teacher gets
drunk and drives in a school parking lot,
killing a student on his way out. He faces
criminal prosecution: for manslanghter, drunk
driving, and related offenses, facing years
of imprisonment in a case entitled some-
thing like People v. Jones, Staie v, Jones,
or even Commonwealth v. Jones, injuris-
dictions that still use quaint nomenclature,

See CATHOLICS, nextpage
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Crimes Against Children Research Center, University of New Hampshire

Law Enforcement Challenges in Internet Child
‘Pornography Crimes

by Melissa Wells, David Finkelhor, Janis Wolak, and Kimberly Mirchell*

Law enforcement agencies have been
investigating child pornography crimes since
the mid-1970s. Until the emergence of the
Internet, it was believed that police were a
step ahead of child pemography offenders.
(See P. Jenkins, Beyond Tolerance: Child
Pornography on the Internet (2001}.) While
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there have been few empirical attermpts 10
quantify the amount of child pornography on
the Internet, there is & general consensus
that the Internet has increased the accessi-
bility and availability of this material. (See
e.g., S. Bieget, Beyond Our Control? Con-
fronting the Limits of Our Legal System in
the Age of Cyberspace (2001); P. J enkins,
1. Wolak, K.J. Mitchell, and M. Wells,
Impact of the Internet on Crimes Involving
Child Sexual Assault and Bxploitation
(paper presented at Victimization of Chil-
dren and Youth: An International Confer-
ence, Portsmouth, NH, 20023.)

Online sources for child pornography
include the following:

« UseNet Newsgroups;

« Bulletin Board Systems (BBS);
= Intermet Relay Chat (ICR); and

»The World Wide Web (www).

Types of Internet Child Pornography
Gases

This analysis examines challenges relat-
ed to identifying offenders in 34 internet
child pomography possession and distribu-
tion investigations in which faw enforce-
ment agents did not make an arrest.

Motivations. Clild pornography pos-
sessors may collect child pornography for
any of the following zeasons:

«To validate their sexual interest in chil-
dren;

+To groom children and lower their inhi-
bitions; or
= To blackmail victims or other offenders.
{See, e.x., E.J. Klain, H.J. Davies, and
M.A. Hicks, Chiid Pornography: The
Criminai-Tustice System Response, A,
Bar Assn Ctr. on Children and the Law for
. the Natl, Ctr. for Missing and Exploited
Children (20013 R.P.T. Tyler and L.E.
Stone, “Child Pornography: Perpetuating
the Sexual Victimization of Children,” 9
{3y Child Abuse and Neglect 313 (1983))

Others may be motivated to cotlect child
pornography out of curiosity, for sexual
arousal, or for similar reasons. Distribution
of child pornography invalves the dissem-

ination or trading of child pernography
images. (See Klain et al., supra, 2001.) An
individual may disaibute images produced
using actual victims, or may trade mages
collected from others. These images may
be distributed to other offenders or to child
victims. Individuals involved in distribut-
ing child pornography may or may not be
interested in profiting financially from dis-
tribution of these images. (Klain et al., supra,
2001.) No cases of child pornography pro-
duction are included here, as those cases
appear to be qualitatively different in terms
of offender identification. Offenders in child
pornography production crimes may appear
in the images, facilitating identification and
subsequent arrest, It is important to note that
{he cases classified here zs Internet child
pomegraphy did not involve any online cor-
respondence, exchange of images. or other
Tnternet connection between an adalt offend-
er and an identified juvenile victim. None of
the victims depicted in the chiid pornogra-
phy images were identified or contacted by
law enforcement.

Variations Among Cases. Although all
of the cases included in this study involved
a suspect alleged to have collected, traded,
or distributed Internet child pomography,
the cases varied in several ways. The cases
include a range of incidents, such as unsub-
stantiated allegations of child pornography
possession, anonymous oniine posting of
child pornography, borderling cases in which
children depicted in images may of may not
be miners, and undercover law enforcement
investigations of suspected child pornogra-
phy offenders.

Ioternet has Increased Availability.
There is some agreement that the Internet has
made child pornography available to a wider
range of offenders. (See Jenkins, supra,
2001; R. Norlan and J. Bartholet, “The
Web’s Dark Secrat” Newswesk 44 (Mar.
19, 2001).) There ace no definite estimates
regarding how many people use the Inter-
et to look at images of child pornography,
but there is evidence that the Internet has
led to 2 growth in “collectors” of c¢hild
pornography. (See M. Taylor, E. Quayle,

and . Holland, “Child Pomography, the
See INTERNET, next page
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Internet and Offending,” 2 (2) Canad. 1. Pol.
Res. 94 (2001).) The nature of the Intermet
can minimize physical barriers to child
pormography trading, for instance, and may
facilitate commuaication between geo-
graphically distant offenders.

1.2w Enforcement Investigations of
internet Child Pornogranhy

It is difficult to gauge the impact of the

Internet on law enforcement effectivenessin’

- child porography investigations. While
investigating compuler crimes can pose spe-
cific challenges for Jaw enforcement, the
Internet has also opened up new avenues
for investigation and evidence collection in
child pomography crimes. Investigations of
Internet child pornography generally require
specific technical expertise and cornputer
forensic examinations, which are not avail-
able to all law enforcement agencies. How-
ever, computer technology can provide law
enforcement with powerfal weapons and
forensic evidence often lacking in conven-
tional child sex crimes. {See Norland and
Bartholet, supra, 2001.) Much of what tekes
ptace on the Internet leaves a digital trail,
allowing law enforcement agencies with
access to computer forensic equipment to
coliect valuable digital evidence.

Nevertheless, law enforcement investi-
gators ron into challenges when attempting
1o identify distributors and collectors of
online child pomography. Clearly, mitial
detection and subsequent investigation of
these crimes is complicated by the fact that
individuals can post, access, downicad, and
save images of child pomography from a
private computer. Additionally, the Inter-
net can allow oppormunities for offenders to
be deceptive about intentions, personal his-
tory, and even their e identities. Turkle
suggests that the Internet atlows individuals
to try out multiple Jdentities and selves.
Online, offenders may conceal their true
identities, explore identities online, or mod-
ify personal information in an effort to pre-
sent an alternative persona. (See 3. Turkde,
Life on the Screen: Identity in the Age of the
Internet (1995).)

ifisthedology

This study examines specific law enforce-
ment dilermmas in 34 investigations of Inter-
net child pornography in which no offend-
er was arrested. Qualitative analysis of data
collected as a component of the National
Juvenile Online Victimization Study (N-
JOV) provided insight into specific com-

plications in these investigaticns, This
research was sponsored by the National
Center for Missing and Exploited Children
(NCMEC) and the United States Depart-
ment of Justice, and was administered by
the Crimes Against Children Research Cen-
ter at the University of New Hampshire.
Two-Phase Data Collection Process.
The current research project used a two-
phase data collection process. In Phase 1,2
mail survey was sent to a national sample of
county, state, and feceral law enforcement
agencies. One component of this maii sur-
vey asked law enforcement agencies if they
had investigated any signiftcant—defined
as investigations in which the law enforce-

had downloaded, distributed, or collect-
ed the child pornography; and

3. Finally, delay in case processing impaci-
ed law enforcement agents’ abilities to
identify offenders.

Verifying Online Identities. Law en-
forcement investigators may find images of
child pornography online, but have no idea
who posted them on the Internet. Some sus-
pects used rotating Internet Service Provider
(1SP) accounts that change address infor-
mation, WebTV connections, or other tech-
nologies that made it difficult for some agen-
cies to track individual offenders. This was
the primary dilernmia in 2 case in which an

The Internet allows offenders to be deceptive
about intentions, personal history,
and even their true identities.

ment agency invested considerable energy
and resources—Internet-related child
pornography cases in which they were
unable to make an arrest because of techni-
cal, legal, evidentiary, or other obstacles
between July 1, 2000 and June 30, 2001.
The initial stratified sample included three
frames in order to collect Information from:
agencies specializing in Internet sex crimes
against minors, those with trainingin these
investigations, and from a random sample
of all U. §. law enforcement agencies. In
Phase 2 of the data coliection: process, inter-
viewers conducted telephone interviews
with law enforcement investigators about
the sample of the nonarrest cases reported
1a the mail survey.

By definition, cases in this sample did
not end in an arrest. Therefore, those cases
may not have involved substantiated crim-
inal activities or “offenders” in a criminal
sense. These cases may be called “crimes”
instead of “investigations” in this analysis
and the term “offender” may be used instead
of “suspect” for convenience here.

Challenges in Bfienier Identification
Law enforcement agenis reported that

Internet child pormography offenders were

difficult to identify for at least three reasons.

For example:

1. Firsy; verifying online identities can be
challenging in these cases;

2. Second, multiple computer tisers in some
cases made it impossibie to prove who

agency received report from the National
Center for Missing and Expioited Children.
The report identified three Internet pages
with an ISP address near their jurisdiction.
The websites contaied between 50 and 100
child pornography images in “thumbnails”
and “collages.” The investigator traced the
route of the images using specialized soft-
ware and identified the original ISP, The
investigator met with the service provider
and asked the ISP to search their security
network. During that search, the ISP found
that they had sublet the address in question
to a domain that allows people to post things
anonymously. As a resalt, the investigation
could not go any further.

Tn: the previous Internet child pornography
case, law enforcement agents received reports

- and discovered images of child pornogra-

phy onfine, but were unable to trace owner-
ship back to one offender. There may be a
multitede of reasons why investigatoss run
into difficulty determining who was using
a computer. For example, in another case,
an investigator learned that a suspect was
located outside of the United States. An
investigator in an undercover investigation
was posing as & ld-year-oid girl in a chat
room. A 23-year-old male began commu-
nicating with the “victim™ using Inter-Relay

-Chat. This suspect sent the undercover agent

55 images of child pornography in a period
of 45 minutes. The investigator tried to iden-
tify the suspect using various technigues,

but was mable to learn more than that the
See INTERNET, page 4%
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suspect lived in Burope. The investigator did
forward the case on to U.S. Customs in hopes
that they could jdentify the suspect,

Obviously, law enforcement investiga-
tors cannot make arrests if no offender can
be identified. In some Internet child pornog-
raphy cases, offenders cannot be traced
cnline due to technical challsnges, changing
identities, or other corputer issues. In addi-
tion, law enforcement agents were never
able to contact some suspects who fled the
country oz resided outside of the United
States,

Muliipie Computer Users. Law en-
forcement investigators also reported that
multiple computer users can present offend-
eridentification challenges in cases in which
there are allegations of child pomography
possession. The main chalienge for investi-
gators in these investigations Is to prove that
the suspect was the person who download-
ed or saved child pornography images found
on a computer. {See G. Allinich and S. Kre-
ston, “Suspect Interviews in Computer-Facil-
itated Child Sexual Exploitation Cases,” 14
{7y Arm. Prosec, Res. Inst. Upd. 1 (200133 In

one case, a computer shop called a law

enforcement agency to report that child
pornography had been found on a comput-
er. By the time the police armived, the owner
of the computer was outside of the store.
The 52-year-old married suspect was
detained, and consented o 2 search of his
home, car, and office. The suspect was an
accountant, and other partners in the firm
had access to the computer in question.
MNumerous images were found in unallocat-
ed. space on the suspect’s computer, but law
enforcement investigators conld not prove
who downloaded them.

Cases in which a third party, such as a
computer repair shop, finds images on a
computer may be more vinerable to this
multiple user dilemma than other investi-
gations. In cases when tird party reports
are made o law enforcement, no one has
actually seen an offender downloading
images, and therefore, forensic examina-
tions have to be able to prove who was actu-
ally responsible for the crime.

Staleness Hinders Identifying Perpe-
trators. An addifiona! dilemma in identi-
fying offenders in these Internet crimes s
“staleness.” When police refer to “stale-
ness” in Intemnet crimes, they generally mean
that too much time has passed for investi-
gators to determine who commitied a crime.
Due to the nature of the Intemet. evidence

of child pomogzraphy crimes can be diffi-
cult to retrieve after prolonged periods of
time. As one investigator reported, “things
happen so fast” in these crimes and the
bureaucratic nature of law enforcement
agencies may slow investigations. Com-
puter evidence may be deleted or Interpet
service provider (ISP) addresses cancelled
by the time that agencies receive reports of
alleged child pomographiy crimes, and there-
fore too much timme may have passed to arrest
an offender. Staleness was a didemma for

investigators in a case involving areport of

child pornography possession. During a
“custody batile,” a child reported seeing a
parent access a pomography site on the com-
puter. The child reported sesing the images
SiX years prior to the report, there were no
computer printouts of the images, no discs
to consider as svidence, and no concrete
evidence that the child had seen the pomog-
raphy. The investigator in the case felt that
the information was so old that they could
not pursue it.

As‘that case suggests, staleness can be
problematic if citizens wait too long to report
Internet child pornography cases to law
enforcement. Staleness issues can also
plague cases inttiated by other agencies, For
instance, federal agencies and specialized
Internet Crimes Against Children Task
Forces may investigate specific chiid
pormography websites. Once investigators
find that a suspect is downloading child
pomography, they will collect information

‘about that suspect’s identity, online com-

mumications, and other evidence. General-
Iy, investigators at the initiating agency are
encouraged {o immediately provide the
imvestigators in the suspect’s jurisdiction
with materials and evidence collected in the
online investigation (See B. Astrowsky and
3. Kreston, “Some Golden Rules for Inves-
ligating Online Child Sexual Exploitation,”
14 (1) Am. Pros. Res. Inst. Upd. 1 (2001).)
However, there can be significant delays
between initial online acts and the arrival
of supporting documents. In cne case, a fed-
eral agency was investigating everyone who
had downloaded child pornography from a
specific website. Federal investigators had
a server log listing all of the individuals
known to have downioaded child pornog-
raphy from the site. A law enforcement
agency was contacted as & suspect lived in
their jurisdiction, By the time the agency
received information from the federal agen-
cy, the case was a year old. When the local
agency attempted to contact the suspect, he
had moved. They tried to track him using his

Intemet service provider account, but it was
no longer active.

implications Related io identifying
Dffenders

Increasingly, aspects of digital investi-
gation, such as refrieving email communi-
cations or tracing a suspect’s Internet service
previder account information, can facilitate
offender identification. At the same time,
such electronic investigations are Jargely
dependent on digital evidence or accessing
mformation from ISPs. In addition, Inter-
netinteraction lacks many of the social and
visual cues that could assist investigators in
identifying offendess.

Dilemmas related to identifying online
offenders might not be different from other
types of law enforcement investigations in
that cases with missing offender informa-
ton could present challenges or or offline.
However, some features of the Internet, such
as anonymous posting of child pornogra-
phy images or ability to conceal real iden-
tities online, do appear to create specific
challenges for law enforcement.

Ttmay be that longer-term refention of ISP
records would assist Jaw enforcement agenss’
efforts to identify suspects, in case offenders
frequently change online identities or create
new ISP accoursis. In cases with multiple com-
puier users, investigators may need torely on
more {raditional investigative methods to
determine whe commitied online crimes.
Examining patiems of use, determining who
had computer access during identified time
penieds, or other approaches could assist in
resolving dilernmas related to nultiple nsers.

Internet Perpetrators Leave 2 Trail

Clearly, any alleged criminal incident will
reach a dead end if no offender is identified.
Whether 2 law enforcement agency is inves-
tigating a burglary, physical assault, or most
other crimes, a0 amrest can be made without
anidentified offender, This raises akey ques-
tion. Are Intemet crimes different? Perhaps
they are different, in at least one way, The
Interpet Jeaves a trail, and with advances in
law enforcement investigative technigues
and fraining, it may be increadingly possible

for police to follow that trail. 1tis possible, for. - .

example, thay offenders in some of: these cases
could have been identified Using addmenal o
resouirees, forensic invesigations, or collab-
orations with other agencies. Taw em“orc“ -
Tent agencies that have the: 1eCnmcal sl
OF. forenglc resourees {0; EXEIIIBHE C(}Iﬂplﬂﬁl S
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